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The software engineering practices 
associated with software configura-
tion management (SCM or CM) offer 
a number of opportunities to address 
requirements found in the Interna-
tional Standard, ISO 9001.  From a 
management perspective, the princi-
ples and practices of CM represent an 
accepted and understood foundation 
for implementing ISO-compliant 
processes in software engineering or-
ganizations.  In addition, the growing 
number of tools for automating CM 
practices are avenues for improving 
the efficiency and effectiveness of 
these  processes. 
This article begins with brief, general 
definitions of configuration manage-
ment and of ISO 9001. 

Configuration Management 
While there is no single definition of 
CM, there are three widely dissemi-
nated views from three different 
sources: the Institute of Electrical and 
Electronics Engineers (IEEE), The In-
ternational Organization for Stan-
dardization (ISO), and the Software 
Engineering Institute (SEI) at Carne-
gie Mellon University. 

The IEEE perspective on CM 
A most widely understood description 
of the practices associated with con-
figuration management is found in the 
IEEE Standard 828-1990, Software 
Configuration Management Plans1: 

[Numbers in brackets are added] 
"SCM activities are traditionally grouped 
into four functions: [1] configuration iden-
tification, [2] configuration control, [3] 
status accounting, and [4] configuration 
audits and reviews." 

IEEE Standard 828-1990 goes on to 
list specific activities associated with 
each of the four functions (the number 
of the paragraph containing the refer-
ence appears in parentheses): 
♦ Identification: identify, name, and 

describe the documented physical 
and functional characteristics of 
the code, specifications, design, 

and data elements to be controlled 
for the project. (Paragraph 2.3.1) 

♦ Control: request, evaluate, ap-
prove or disapprove, and imple-
ment changes (Paragraph 2.3.2) 

♦ Status accounting: record and re-
port the status of project configura-
tion items [initial approved ver-
sion. status of requested changes, 
implementation status of approved 
changes] (Paragraph 2.3.3) 

♦ Audits and reviews: determine to 
what extent the actual configura-
tion item reflects the required 
physical and functional character-
istics (Paragraph 2.3.4) 

This list is similar to the set of activi-
ties noted by Pressman2: 
"Software configuration management is 
an umbrella activity ... developed to (1) 
identify change, (2) control change, (3) 
ensure that change is being properly im-
plemented, and (4) report change to oth-
ers who may have an interest." 

The ISO perspective on CM 
In the guideline document, ISO 9000-
3:1991 Guidelines for the application 
of ISO 9001 to the development, sup-
ply and maintenance of software, the 
International Organization for Stan-
dardization identifies a similar set of 
practices as CM3. 
"Configuration management provides a 
mechanism for identifying, controlling and 
tracking the versions of each software 
item.  In many cases earlier versions still 
in use must also be maintained and con-
trolled. 
"The [CM] system should 
"a)  identify uniquely the versions of each 
software item; 
"b)  identify the versions of each software 
item which together constitute a specific 
version of a complete product; 
"c)  identity the build status of software 
products in development or delivered and 
installed; 
"d)  control simultaneous updating of a 
given software item by more than one 
person; 
"e)  provide coordination for the updating 
of multiple products in one or more loca-
tions as required; 
"f)  identify and track all actions and 
changes resulting from a change request, 
from initiation ... to release." 

The SEI perspective on CM 
Based on a review of currently avail-
able tools and an evolving under-
standing of the organizational role of 
CM, the SEI advocates a broader 
definition of CM  in SEI-92-TR-84: 

"The standard definition for CM taken 
from IEEE standard 729-1983 [updated 
as IEEE Std 610.12-1990] includes: 
"Identification: identifying the structure of 
the product, its components and their 
type, and making them unique and ac-
cessible in some form 
"Control: controlling the release of prod-
uct and changes to it throughout the life 
cycle … 
"Status Accounting:  recording and 
reporting the status of components and 
change requests, and gathering vital sta-
tistics about components in the product 
"Audit and review:  validating the com-
pleteness of a product and maintaining 
consistency among the components … 
"[The IEEE] definition of CM … needs to 
be broadened to encompass … : 
"Manufacturing:  managing the construc-
tion and building of the product 
"Process management:  ensuring the cor-
rect execution of the organization's pro-
cedures, policies, and life-cycle model 
"Team work: controlling the work and in-
teractions between multiple developers 
on a product." 

ISO 9001 
In 1987, the International Organiza-
tion for Standardization in Geneva 
Switzerland published ISO 9001, 
Quality Systems - Model for quality 
assurance in design / development, 
production, installation, and servic-
ing5.  ISO 9001 is the most compre-
hensive model in the ISO 9000 series 
of standards.  It describes a minimum 
set of activities found in companies 
and organizations that consistently 
produce products that satisfy cus-
tomer requirements.  The policies, 
procedures, standards, records, and  
associated business activities are the 
quality system.  While ISO 9001 is 
written to describe any company pro-
viding any product or service, it tends 
to employ manufacturing terminol-
ogy, which must be interpreted for 
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non-manufacturing environments, in-
cluding service and software provid-
ers. 
To ensure a uniform interpretation of 
ISO 9001 for software engineering 
organizations, ISO published ISO 
9000-3, Guidelines for the Applica-
tion of ISO 9001 to the develop-
ment, supply and maintenance of 
software. 
The key issues ISO 9000-3 addresses 
are that: 
♦ Product exists earlier in software 

(during design and development) 
♦ Software product can be prolifer-

ated easily 
Focusing on these issues mirrors the 
guidance in Clause 7.4 of ISO 9000-
1:19946 : 

The process of development, supply, and 
maintenance of software is different from 
that of most other types of industrial 
products in that there is no distinct manu-
facturing phase.  Software does not “wear 
out” and, consequently, quality activities 
during the design phase are of paramount 
importance to the final quality of the 
product. 

Note that ISO 9000-1 and ISO 9000-3 
provides guidance.  ISO 9001 is the 
only source of the requirements 
against which compliance in software 
engineering practices is assessed. 

ISO 9001 and Configuration 
Management 
Tracing the relationship between ISO 
9001's requirements and CM practices 
begins with an examination of the 
guidance in ISO 9000-3.  

ISO 9000-3 and configuration 
management 
ISO 9000-3 contains two appendices, 
Annex A and Annex B, that provide 
cross references between ISO 9001 
and ISO 9000-3.  According to Annex 
A, five sections of ISO 9001 correlate 
to ISO 9000-3, Paragraph 6.1, Con-
figuration Management: 
♦ 4.4 Design control 
♦ 4.5 Document data control 
♦ 4.8 Product identification and 

traceability 
♦ 4.12 Inspection and test status 
♦ 4.13 Control of nonconforming 

product 

Each of these sections of ISO 9001 
contains a portion of the traditional 
CM process. 
4.4 Design control addresses all of 
the steps in the software development 
life cycle: planning, specification, de-
sign, coding, testing 
Section 4.4 requires that design inputs 
and outputs be documented, reviewed, 
verified, controlled, approved, and 
modified according to documented 
procedures.  Design inputs  and out-
puts include plans (project life cycle 
definition), specifications, prototypes, 
requirements documents, progress re-
ports, review results, test plans, test 
cases/scripts, development tools, 
code, and test reports. 
ISO 9001 4.4.9 Design changes, in 
conjunction with ISO 9001 4.14.2 
Corrective action, and 4.13 Control 
of nonconforming product,  requires 
that each change be traceable to an 
appropriate source and approval. 
For software product there should be 
a clear path between a change request 
spawned by a fault report or en-
hancement request and a change in a 
specific product component to correct 
the fault or to implement the en-
hancement. An interested party should 
be able to pick up the path at any 
point and follow it forward to the re-
leased change and backward to the 
change request or to the fault report. 
4.5 Document and data control ad-
dresses the identification, protection, 
approval, and availability of current 
issues of all pertinent product- and 
project-related documents, including 
designs, specifications, plans, and 
schedules. 
Because a fundamental function of 
CM is making current configuration 
items available, the CM practices and 
tools can be applied to the control of 
product- and process-related docu-
mentation and data. 
4.8 Product identification and trace-
ability requires that each version of a 
configuration item be identified by 
some appropriate means. 
4.12  Inspection and Test Status re-
quires procedures to identify what 
verification steps and tests have been 
completed and what results have been 
achieved by the product or product 

components at each phase in the de-
fined development life cycle. 
4.13 Control of Nonconforming 
Product requires procedures to ensure 
that untested, defective, or incorrect 
versions (e.g., down level) of the 
product are not inadvertently used.  
This paragraph of ISO 9001 also re-
quires a procedure to determine the 
disposition of nonconforming product 
at all stages. 
For software, the bulk of the activity 
related to non-conforming product is 
in the correction of faults identified 
during all phases of development 
(e.g., during requirements definition, 
prototyping, integration testing, and 
beta testing) and after the product has 
been released (e.g., customer reported 
faults). 

Beyond ISO 9000-3 
There are a significant number of ad-
ditional areas of ISO 9001 that can be 
addressed through CM-related activi-
ties. 
♦ 4.1 Management responsibility 
♦ 4.2 Quality system 
♦ 4.4.2.2 Organizational and techni-

cal interfaces 
♦ 4.6 Purchasing 
♦ 4.7 Control of customer-supplied 

product 
♦ 4.9 Process control 
♦ 4.14 Corrective and preventive ac-

tion 
♦ 4.15 Handling, storage, packaging, 

preservation, and delivery 
♦ 4.16 Control of quality records 
♦ 4.19 Servicing 
♦ 4.20 Statistical techniques 
4.1 Management responsibility 
Reports produced by the CM system 
on progress and exceptions support 
management review of the suitability 
and effectiveness of the development 
practices, as part of the quality system 
(ISO 9001 4.1.3). 
4.2 Quality system 
For a software engineering organiza-
tion, the CM policies, procedures, and 
standards represent a significant por-
tion of the quality system.  Tools to 
support and automate the CM process 
support and enforce adherence to 
policies, procedures, and standards. 
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These procedures can also be auto-
mated through integrated workflow 
and groupware tools that increase the 
effectiveness and efficiency of the in-
formation exchange. 
4.4 Design control 
CM practices can go beyond control 
of configuration items to ensure that 
necessary information regarding 
status and change is communicated to 
appropriate individuals and organiza-
tions (ISO 9001 4.4.2.2). 
Standard distribution lists and notifi-
cation procedures linked to specific 
activities prevent significant missed 
communication. 
4.6 Purchasing 
The primary application of this para-
graph of ISO 9001 in software engi-
neering environments is to third-party 
development.  When an organization 
subcontracts software development to 
a third party, evaluation of the sub-
contractor's CM practices is a critical 
component of the vendor selection 
and approval process. 
If appropriate, the subcontractor can 
be required to follow or implement 
specific CM practices. 
Intermediate or final product and all 
related documentation (e.g., specifica-
tions, plans, progress reports, test re-
ports) received from the subcontractor 
can all be treated as if they were in-
house developed configuration items.  
Applying CM practices to third-party 
development is of particular benefit 
for coordinating in-house integration 
and verification activities and for fault 
resolution. 
4.7 Control of customer-supplied 
product 
In software development, customer-
supplied product includes software 
that is used in the development proc-
ess or that is included in the product 
to be delivered to the customer.  This 
software is specified by the customer 
and supplied by the customer or by a 
third party; the software can be a 
standard, off-the-shelf (shrink-
wrapped) product or one that is cus-
tom developed. 
Depending on how the included soft-
ware is packaged and distributed, ISO 
requirements to verify, store, and 

maintain this software appropriately 
may met by considering the included 
software as a configuration item. 
Requirements for the verification of 
customer-supplied product apply only 
to those portions of the customer-
supplied product that are used in con-
junction with the supplier’s product.  
For example, if the customer specifies 
that the supplier’s product is to run 
under UNIX System 5, the supplier’s 
responsibility is to verify that the de-
veloped product works as specified 
under UNIX System 5.  The supplier 
must identify and report any errors in 
UNIX System 5 that impact the op-
eration of the supplier’s product. 
4.9 Process control 
Process control, in conjunction with 
4.4.2 Design and development plan-
ning, 4.2.2 Quality system proce-
dures, and 4.2.3 Quality planning 
clarifies ISO 9001's implicit require-
ments for documented procedures, 
suitable production equipment, moni-
toring and control of process and 
product characteristics, and approval 
of processes and equipment. 
In software engineering environments, 
the project management and CM 
processes combine to address the ma-
jority of these requirements. 
By automating the product build 
process, a CM system contributes sig-
nificantly to the effectiveness and ef-
ficiency of the software production 
process, both for intermediate ver-
sions of the product and for a released 
version.  This becomes particularly 
significant, when multiple versions of 
the product are being developed or 
maintained in parallel. 
4.14 Corrective and preventive 
action 
A significant portion of corrective ac-
tion is creating the mechanism to en-
sure that customer-reported problems 
are resolved in an appropriate man-
ner.  The same requirements pertain 
to problems identified in the devel-
opment process, starting from the 
point at which the software product or 
item comes under CM control. 
Incidents must be tracked from report, 
through classification, and, if appro-
priate, to resulting changes in the 
product. 

CM practices, particularly those re-
lated to change management, product 
maintenance, and status accounting, 
ensure that incidents that result in 
product change are always handled 
properly. 
There is significant opportunity for 
improving the efficiency of product 
support and software engineering or-
ganizations by minimizing the amount 
of manual intervention and effort in 
moving information between the 
problem tracking and the CM sys-
tems. 
4.15 Handling, storage, 
packaging, preservation, and 
delivery 
For software product, the CM prac-
tices address all of the handling, stor-
age, packaging, preservation, and de-
livery requirements at least to the 
point where responsibility for the 
product is turned over to software 
production. 
ISO 9001 4.15.2 Handling specifies 
“methods of handling product that 
prevent damage or deterioration”.  
For software product, this require-
ment is interpreted to include activi-
ties like virus checking if an outside 
replication vendor is used and off-site 
storage of product masters as a mini-
mum level of disaster recovery. 
Automated support for the build proc-
ess, included in most CM tools, re-
duces opportunities for error and can 
increase confidence in intermediate 
test results and in final product integ-
rity. 
4.16 Control of quality records 
In ISO 9000, quality records are the 
records that establish that processes 
were followed and that quality re-
quirements were met.  By definition, 
quality records includes records of: 
♦ Product identification 
♦ Non-conformity review and dispo-

sition 
♦ All verification and validation ac-

tivities, including: design review 
minutes, test logs and records, and 
fault reports 

While these records are not docu-
ments (and are not subject to the re-
quirements of ISO 9001 Paragraph 
4.5), requirements for identification, 
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collection, indexing, filing, storage, 
maintenance, and disposition of qual-
ity records can be addressed through 
procedures implemented as part of the 
CM system. 
4.19 Servicing 
ISO 9000-3 ties servicing to all as-
pects of software maintenance, 
including problem resolution, 
interface modification (e.g., support 
for additional or modified hardware 
components), functional expansion or 
performance improvement. 
CM practices ensure that the product 
is maintained in an orderly manner 
and that each approved change can be 
prioritized, tracked, and managed to 
completion. 
Analysis of the data in the CM system 
related to all aspects of product main-
tenance can support systematic priori-
tization and planning for product and 
process enhancement (e.g., What 
modules change most often?  What 
modules cause the most problems? Is 
the effectiveness of testing continuing 
to improve?) 
4.20 Statistical techniques 
While ISO 9001 contains no specific 
requirements for statistical process 
control, as noted above, CM-related 
activities generate a wealth of process 
and product data for analysis and 
comparison to plan: delivery dates, 
resources, benchmarking (e.g., lines 
of source code, executable size, per-
formance), time to correct defects, 
etc. 
Even if no modern statistical methods 

are implemented (e.g., Statistical 
Process Control, Design of Experi-
ments, as suggested in Clause 20 in 
ISO 9004-1:19947), this data is con-
sidered input for ISO 9001 4.9d, 
which requires “monitoring and con-
trol of suitable process parameters 
and product characteristics”. 
The data in the CM system is a pri-
mary input for problem analysis and 
the identification of root causes in 
products and processes. 

Summary - ISO 9001 and 
configuration management 
As described in the preceding para-
graphs, of the 20 sections of ISO 
9001 that define a supplier's capabil-

ity to meet customer requirements, 
CM practices directly impact the fol-
lowing:  Check marks in the following 
table indicate clauses of ISO 9001 
that are addressed by CM practices. 

Section of ISO 9001  
4.1 Management responsibility ✓

4.2 Quality system ✓

4.3 Contract review  
4.4 Design control ✓

4.5 Document and data control ✓

4.6 Purchasing ✓

4.7 Control of customer-supplied 
product 

✓

4.8 Product identification and trace-
ability 

✓

4.9 Process control ✓

4.10 Inspection and testing  
4.11 Control of inspection, measuring 

and test equipment  
 

4.12 Inspection and test status ✓

4.13 Control of nonconforming prod-
uct 

✓

4.14 Corrective and preventive action ✓

4.15 Handling, storage, packaging, 
preservation and delivery 

✓

4.16 Control of quality records ✓

4.17 Internal quality audits  
4.18 Training  
4.19 Servicing ✓

4.20 Statistical techniques ✓

In terms of improved efficiency,  ma-
jor opportunities exist in ensuring that 
the CM, project management, cus-
tomer technical support, build man-
agement, and problem reporting and 
tracking systems are as tightly cou-
pled as possible. 

Beyond CM - Product Attributes 
and Tool Selection 
Nothing in ISO 9001 requires that a 
specific tool or technology be em-
ployed.  ISO's sole concern is that the 
implemented systems be effective in 
delivering the promised product or 
service.  Tools that automate CM 
practices may improve the effective-
ness and will improve the efficiency 
of systems that require significant 
manual intervention. 
From an ISO implementation perspec-
tive, automation represents an oppor-
tunity to: 
♦ Reduce process and project docu-

mentation 
♦ Reduce requirements for training 

♦ Ensure that required steps are 
completed 

♦ Record progress and activity 
The tool selection process should en-
sure that the selected tools support the 
current or planned software engineer-
ing practices.  While some minor 
changes to engineering practices may 
be required (especially if standard 
tools with minimum customization are 
selected), the tools cannot be the basis 
for formulating engineering practices. 

Considerations in tool selection 
While a number of factors determine 
the appropriateness of a particular 
tool, the following is an initial list of  
information that is required to evalu-
ate a tool for suitability. 
♦ Product 

− Number of products 
− Shared/common components 
− Application complexity 
− Number of platforms supported; 

number of platforms on which 
development is performed 

− Maintenance of multiple ver-
sions (multiple platforms, appli-
cation variants) 

♦ Project 
− Size of project 
− Need to maintain, control, 

adapt, extend, etc. - project or 
product 

− Risks associated with the prod-
uct, project, and related com-
mitments 

♦ Process 
− Code structure and techniques 
− Concurrent development 
− Paradigm (configuration items, 

developers' requirements for ac-
cess, managers' requirements 
for control and information) 

− Stability and flexibility 
♦ People 

− Organization size and experi-
ence 

− Capacity of the organization to 
adapt 

♦ Existing tools that will be retained 
− In the engineering organization 
− In organizations that interface 

with engineering 
♦ Integration with other tools under 

consideration 
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− Project management 
− Build management 
− Customer technical support 
− Problem reporting and tracking 

Based on Feiler's characterization of 
current CM tools8, certain aspects of 
tool functionality and process automa-
tion emerge as key differentiators 
among the competing models and 
tools. 
♦ Merging and propagation of 

changes (to support multiple ver-
sions, concurrent development, 
shared/common components) 
− Among parallel versions 
− Between branches and main-

stream or shared core 
♦ Restoration of previous versions 
♦ Identification and control of 

changes 
♦ Identification and control of prod-

uct and product components 
♦ Automated build management 
With this information, the ability of a 
tool to support a particular organiza-
tion and its development practices can 
be evaluated objectively and any re-
quirements for immediate or future 
customization can be defined. 
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and documenting the company's com-
plete processes.  From 1990 until he 
left ICL, he managed teams of  audi-
tors conducting semiannual value-
added internal audits of departments 
and projects. 
During their affiliation with SSQC, 
Bob and Bill have developed and 
published numerous courses, auditing 
tools, and articles on interpreting and 
applying the ISO 9000 standards and 
guidelines. Their articles have ap-
peared in CEEM's Quality Systems 
Update, IEEE Computer, and Soft-
ware Marketing Journal.  They have 
presented research papers at numer-
ous national and international confer-
ences, including those sponsored by 
the American Society for Quality 
Control (ASQC), the Software Pub-
lishers Association (SPA), the Educa-
tion Foundation of the Data Process-
ing Management Association 
(EFDPMA), the Software Engineer-

ing Institute (SEI) and Software Re-
search Inc. (SRI). 
Their courses have been attended by 
hardware and software engineering 
and manufacturing and service pro-
fessionals from many of the country's 
leading technology companies.  Their 
courses have been sponsored for their 
members by professional associations, 
including the ASQC, CSU Long 
Beach's Software Engineering Forum 
for Training, Semiconductor Equip-
ment and Materials International 
(SEMI), Software Engineering Insti-
tute (SEI), UC Berkeley and UC 
Santa Cruz. 
Both Bob and Bill regularly perform 
independent assessments of organiza-
tions and work with companies to as-
sist them in their engineering prac-
tices and quality process definition. 
They also perform ISO 9000 registra-
tion audits as external resources under 
contract to the British Standards Insti-
tution (BSi). 
They were active members of the 
Software Quality System Registration 
(SQSR) committee of the 
ANSI/ASQC Registrar Accreditation 
Board (RAB).  This committee devel-
oped the US equivalent of the UK 
TickIT program and guideline docu-
mentation.  They were principal au-
thors and editors of "A Guide to 
Software Quality System Registration 
under ISO 9001". 
They are active United States TAG 
members in the ISO/IEC JTC1 SC7 - 
Software Engineering Standards sub-
committee. 
You can contact SSQC at: 
 
2269 Sunny Vista Drive 
San Jose CA 95128 
Voice 408-985-4476 
FAX  408-248-7772 
Internet:  ssqc@concentric.net 
http://www.ssqc.com 
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